MARITIME SECURITY COMPLIANCE GROUP / PERSONAL DEVICE SECURITY

CYBERSECURITY DOESN'T
STOP WHEN YOU

LEAVE WORK.

Protect your personal computer, phone and tablet with these six simple steps.

Contact MSCG for more information at https://mtsa247.com

6 ACTIONS THAT MAKE A REAL DIFFERENCE

TURN ON AUTO-UPDATES USE STRONG, UNIQUE
01 PASSWORDS

Phone / computer settings > Software Update. Enable

X ) Use a password manager for unique 16+ character
automatic updates for the device, browser and apps.

passwords. Turn on trusted dark-web or exploit
monitoring for alerts if passwords or personal
information leak.

B ENABLE TWO-STEP SIGN-IN m LOCK YOUR DEVICES

Turn on multifactor authentication (MFA) for email, Use a strong PIN or passcode, fingerprint or face
banking and important accounts. Prefer an unlock. Set the screen to lock automatically.
authenticator app or passkey.

B STOP. CHECK. THEN CLICK. a BACK UP & FIND YOUR DEVICE

Unexpected link, attachment or urgent message? Do Turn on automatic backups and Find My (Apple) or Find
not click. Verify using a phone number or website you Hub (Android). Learn your device’s remote lock and
already trust. wipe functions in case it is lost or stolen.

START TODAY: Update your devices + Turn on MFA + Check your backups

These protections take minutes to set up and help every day.

PERSONAL DEVICE. REAL-WORLD RISK.

Keep personal and work accounts separate. Follow employer device policies.
If you suspect a work-related compromise, report it using your company procedure.



https://mtsa247.com


